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A Data-Centric Approach to Security
As organizations move business-critical applications from legacy on-premises 
systems to the cloud they need to carefully consider how they approach data 
protection. Traditionally, IT security has relied on clearly defined network 
boundaries. The primary focus was on building strong perimeter security, with 
the adage of “keep the good stuff in, and keep the bad guys out.” This approach 
led to a reliance on securing infrastructure and network systems, with strong 
firewalls, access controls, intrusion prevention, and data loss prevention tools. 
It was assumed that if data was stored on-premises, the perimeter was secure, 
and access controls were enforced, 
then you could reasonably assume that 
unauthorized outsiders could not get 
access to sensitive data. While this “hug 
your server” mentality had its flaws, the 
idea that your data resided within your 
network gave compliance offices and 
auditors a reasonable sense of security.

Now that we are solidly in the cloud 
era, it’s time to rethink protection for 
sensitive data and regulatory compliance. 
Fundamentally, the focus needs to shift 
from securing infrastructure and physical 
systems to securing the data itself. 
While conceptually this sounds reasonable, in practice it requires deploying 
new models of security that enable you to secure specific pieces of data and 
positively assure that you maintain control over that data.  Essentially, you need 
protection that travels with your data. 

Enterprises rarely use a one-size-fits-all approach to data protection. Some 
data by its nature needs to be accessed by a wide group of users, while more 
sensitive data needs to be closely guarded and only available to a specific 
group of users. In practice, data protection is all about finding the right balance 
between absolute security, easy user access, and the overhead of deploying 
and maintaining adequate controls. Before you can determine what type of data 
protection you need, you first have to address the basic question of security: 
what do you need to do with your data?  If your security solution breaks the 

The focus needs to shift 
from securing infastructure 
to securing the data itself.

INTRODUCTION
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functionality of your applications, you will have frustrated users who are likely 
to bypass IT controls and find less secure ways to get their jobs done. Any data 
protection solution needs to be effective and practical, balancing compliance, 
application functionality, and implementation cost and overhead.

Before you can effectively protect data, some basic questions need to be answered:

• What types of data needs to be protected?

• What legal or corporate compliance requirements might apply to this data?

• Who should or should not have access to this data?

To answer these questions you also need to understand the context of the 
information. For example, medical records are widely regarded as sensitive 
and required by law to be protected.  But exactly what needs to be protected 
depends on the context – a medical diagnosis is only sensitive if the patient 
identity is exposed. By protecting personally identifiable information (PII), you 
can often avoid unnecessary controls on other related data.

A Granular Approach to Cloud Data Protection

You need to be more precise 
and granular about exactly 
what type of data needs to 
be protected and how.

With the legacy perimeter security model, organizations tended to assume that 
all data was equally protected, as long as it stayed behind the corporate firewall.  
But as cloud applications proliferate, and employees increasingly collaborate 
with external business partners and customers, you need to be more precise and 
granular about exactly what type of data needs to be protected and how. Just as 
not all data in your organization 
requires the same level of security, 
not all data within an application is 
equally sensitive. Data protection 
solutions need to provide granular 
field-level controls and match them 
to policies based on user roles and 
context.

CipherCloud helps to address these 
needs with a comprehensive, fully FIPS 
140-2 validated, cloud data protection 
platform that provides granular, field-level control over encryption and tokenization for 
sensitive data residing in cloud applications.
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How to Use This Paper
This paper provides an overview of the CipherCloud Platform and a detailed 
analysis of the wide range of encryption and tokenization options supported by 
CipherCloud. The paper also covers:

• Factors that organizations need to consider when assessing and deploying 
security for varying types of cloud data and applications

• Information on third-party certification and validation that CipherCloud has 
undergone for its standards-based platform and security modules

• Guidance on how to choose and apply CipherCloud’s security options to 
comply with major data protection regulations

Guidance on how to choose and apply CipherClou’s security options to 
CipherCloud provides comprehensive solutions across a range of cloud 
applications that enable organizations to:

• Discover what users are doing in the cloud and prevent data loss with 
detailed and precise visibility over cloud activity

• Protect cloud data with strong encryption, tokenization, and malware protection 
to ensure that no unauthorized users can access sensitive information

• Monitor cloud usage with complete visibility over user activity and alerting 
on user behavior anomalies

Additional information on cloud discovery, cloud data loss prevention, activity 
monitoring, and anomaly detection is available at www.ciphercloud.com and in 
other papers.
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Cloud Data Protection Solution

CipherCloud’s central premise is that data protection should be granular, policy-
based, and persistent. This means that you need security that travels with your 
data while you maintain exclusive control over who can access the protected 
data, regardless of where it resides in the cloud.

The CipherCloud Platform provides a range of security capabilities that protect 
sensitive data while preserving the functionality, convenience and flexibility of the 
cloud. CipherCloud uses state-of-the-art encryption and tokenization to enable 
organizations to safely store sensitive data in cloud applications, while ensuring that 
unauthorized outsiders cannot access, leak, or disclose protected information.

The platform is typically deployed as an on-premises gateway, giving enterprises 
direct control over the encryption or tokenization process, as well as exclusive 
ownership and control over the encryption keys. The solution can also be 
deployed as an inline proxy, seamlessly routing traffic from internal and external 
users through a web gateway. 
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Request and Response Handling 
The CipherCloud gateway is typically set up to intercept all requests and responses 
exchanged between users and a protected cloud application, such as Salesforce. 
As part of the configuration, a new URL is assigned to the gateway, providing 
secure access to the protected cloud data. Users are directed to access cloud 
applications via this URL. If any user tries to circumvent the gateway and log in 
directly to the cloud application, they will either be blocked due to access control 
policies, or they will see encrypted data within the secured application fields.

When the gateway receives an outbound request to access the cloud, the 
gateway: 

• Decrypts the SSL-encrypted request sent by a browser and examines the 
contents to determine which sensitive data the request contains based on 
the configured policies

• Examines sensitive information in the request or query and encrypts or 
tokenizes based upon defined policies. CipherCloud also examines any 
uploaded files or attachments and processes the information or files 
accordingly.

• Stores log data for activity monitoring for all user actions.

• Rewrites the HTTP header and places the data in a new envelope, along with a 
new address to send the request to the cloud application. Updated cookies are 
also sent to reflect the new domain and URL.

The CipherCloud Platform is software-based and can be deployed on a single gateway 
server (or virtual server) or deployed as part of a distributed network environment 
with redundant load-balanced servers. Encryption keys, tokenization mappings, and 
encryption indexing can be stored entirely on-box, or in secure network databases and 
key storage devices behind multiple layers of network security.
 
CipherCloud provides a robust management console for centralized or 
delegated management of security policies, encryption and tokenization 
settings, as well as user activity monitoring.  The solution integrates seamlessly 
with enterprise single sign-on (SSO) solutions, transparently passing credentials 
to cloud applications.
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The cloud application responds to the request it received from a user by sending 
back an HTTP response along with the relevant cookies (if applicable). CipherCloud 
rewrites the cookies appropriately to provide the correct path for the customer 
site. Headers in the HTTP response are also rewritten.  Encrypted or tokenized 
values are replaced with their original values. In addition, the CipherCloud gateway 
intercepts any file downloads and email and processes them accordingly.

The CipherCloud gateway can process both cloud requests and responses 
without any persistent session information, minimizing latency. 
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Cloud Security Options

Overview
Information security is often viewed as being black or white – data is either 
strongly protected or wide open, inviting theft.  But the practical reality is that 
there are many shades of gray. Your information is not monolithic, with different 
types of users requiring varying levels of access to a wide range of information.  
Additionally, compliance requirements are defined not just by content, but also 
context.  For example, details within a customer account may be sensitive if 
personal data is present. But if data is isolated from PII, it may be considered 
“anonymized” and not require the same level of protection.

Enterprises often start approaching cloud security with a “blunt instrument” 
approach–assuming everything should be encrypted, and locked down with the 
highest levels of protection. However, on closer examination, the requirements 
are much more nuanced and complex. Effective and practical security requires 
a granular and balanced approach and consideration of specific compliance 
requirements, user access needs, application functionality, performance 
overhead, and infrastructure costs. 

In order to design a cloud data protection implementation that meets this range 
of needs you first must answer these key questions:

What data do you need to protect?  
• Are there specific regulatory compliance requirements for your industry?
• Are you handling protected personal information?
• Do you have additional mandates to protect corporate data? 

How does this data need to be accessed?  
• Which users or groups should be able to access the data? 
• Should some of this data be available to users outside your enterprise?
• Do you need positive assurance that unauthorized outsiders cannot 

access sensitive data?

Where should sensitive data reside?  
• Can properly encrypted data reside in the cloud? 
• Are there specific legal requirements to maintain data residency within a 

particular jurisdiction?
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Mix-and-Match Security at the Field Level
Once you have a clear and granular idea of the specific protection requirements 
for each type of data, you can map these on a field-by-field basis to the numerous 
security options that CipherCloud offers. CipherCloud has worked with hundreds 
of enterprises to implement dozens of protection schemes supporting multiple 
use-cases. For example:

• An account number might require a fixed numeric format

• The last 4 digits of a credit card may need to be left in the clear

• Customer data might need to be sorted for a specific type of sales reporttyp
• e of sales report
Many cloud applications are designed to have a public-facing component, such 
as a portal that enables customers or partners to access some information, while 
protecting sensitive fields. In these cases, precise and granular field-level controls are 
critical.

CipherCloud is unique in providing the ability for enterprises to select from 
dozens of encryption and tokenization methods, for both structured and 
unstructured data, and mix-and-match them as needed on a field-by-field basis.

What functionality needs to be maintained in the cloud application?
• Will authorized users need to search, sort, or report on protected data?
• Do you need to maintain advanced search functions on protected fields?
• Will external applications need to access or process protected data?

Are there additional technical requirements?
• Do you need to preserve the format of specific data fields (numeric, 

length, parsing, special characters, etc.)?
• What are your enterprise performance, scalability, redundancy, and 

regional access requirements?
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Credit Card Number

Format Preserving Encryption

Standard AES Encryption

Maintains 16-digit numeric format

अਏਇणਇणबਇणਏਇ
णਮबਏਇअਮबਇਏण

To account for this, CipherCloud delivers a wide range of format-preserving 
encryption and tokenization techniques that are compatible using existing 
database structures. These include:

• Numeric-only: Converts a string of numbers into an encrypted or tokenized 
string of numbers with the same length, formatting and parsing. This is useful 
for handling credit card, social security, phone and other structured number 
strings. For example, a 16-digit credit card number would be converted into 
another 16-digit numeric string.

• Length preserving:  Maintains a configurable maximum field length to 
avoid going beyond specified database field lengths. This also helps to limit 
the increase in data size (expansion overhead) caused by most encryption 
methods.

• Email address, URLs, filenames: Separate portions of these strings are 
encrypted or tokenized separately to maintain “@” or “.” characters.  This 
can also be applied to “#” symbols in Chatter posts.

Preserving Data Formats
The encryption and tokenization processes used by CipherCloud typically 
transform clear text into longer strings of CJK (Chinese, Japanese, Korean) 
double-byte characters. However, some database fields are structured to require 
a specific alpha-numeric format, parsing, or maximum character length. 

For example, encrypting a 16-digit credit card number with conventional 
techniques can produce a string of 40+ double-byte characters that might not be 
accepted for some database field types.
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Maintaining Searchability
The most common functional requirement for cloud data that is encrypted 
or tokenized is to preserve the ability to search, sort, and find data while 
it is continuously protected. CipherCloud leads the industry in developing 
pioneering technology and the widest range of security options to balance the 
level of searchability and protection.

The simplest way to maintain searchability is to not encrypt every field. For 
example, you might encrypt a customer’s primary address fields, while leaving 
the city name, state, or postal code unencrypted. This would maintain unlimited 
searching on these more generic fields, without exposing precise address 
locations.  Searching and sorting can also be maintained through a number of 
partial encryption techniques including:

• Leaving a specified number of characters at the beginning of a string 
unencrypted for easy sorting.  For example, you may want to leave phone 
number area codes unencrypted, while protecting the rest of the number.

• Encrypting the prefix of a string with a one-way hash, while using AES 
encryption for the remainder to preserve sorting capabilities

• Leaving a specified number of characters at the end of a string unencrypted, 
such as the last four digits of a credit card – commonly used for customer 
reference

The following sections describe specific encryption schemes in greater detail. 
Each of these protection methods has multiple options to preserve data formats 
and varying degrees of searchability.
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Stateless Encryption Methods
CipherCloud deploys robust encryption techniques derived from standards-
based algorithms such as the NIST-approved Advanced Encryption Standard 
(AES). AES is a symmetric-key algorithm, using the same key for both encrypting 
and decrypting data. While AES can be used with different key lengths, 
CipherCloud uses 256-bit keys – the maximum currently commercially available 
(see the Certification section for more details).

Stateless encryption delivers the highest performance with the lowest overhead 
and infrastructure requirements. For these techniques, the CipherCloud Platform 
encrypts all required fields without storing any data locally.  All searching and sorting 
is facilitated by the specific stateless encryption scheme used.  These include:

• Non-searchable encryption:  Encrypts highly sensitive fields that do not 
require direct searching (such as credit cards or account numbers), using fully 
randomized initialization vectors (IVs)

• Per-word encryption: Encrypts words in a text string separately to support 
sorting and as well as logical AND/OR operations

• Partial-field encryption: Retains a specified prefix or suffix in the clear, or 
encrypts by a one-way hash

• Specified number of IVs: Selects the number of initialization vectors used 
so the searchability of fully encrypted data can be increased

Symmetric Encryption
(same key encrypts & decrypts)Plain Text Cipher Text

Christy Delgado
Finance Director
Hampton Inc.

To: Executive Team
Subject: Board Meeting

Finalized terms of 
the acqusition.
Transaction terms

CONFIDENTIAL MEMO:

購本げ舞級セイ
掲じ置事メカミ
合有函掲じ置

To: 鑑俺僅劉厨おびんラ
Subject: 無点っびずリ総

位フ見見ヤ購本げ
舞級セイ
ネウ内連も輪去新

僅劉厨おびん厨おび



14CipherCloud | © 2015 White Paper Guide to Cloud Data Protection14

Searchable Strong Encryption (SSE)
CipherCloud has developed patented techniques to provide extensive 
searchability of fully encrypted data, with unlimited randomization. These 
methods support complex searching including wildcard, natural language and 
Boolean searches, matching the capabilities of typical web search engines.

SSE methods maintain a local index of a portion of the encrypted data using high-
performance caching and a local database within the platform to support advanced 
searches via Elasticsearch1. To support sorting, a CJK encoded hash-token for a 
specified number of initial characters is pre-pended to the encrypted string.
 
SSE maintains the highest levels of FIPS-validated encryption, while providing 
powerful and flexible search capabilities. Although this requires more overhead 
than stateless techniques, it is still highly scalable and practical for most 
enterprise cloud applications.

High Performance Index
Stateless, Virtual Cache
Fast Indexing & Searching
Secured at Gateway Server

Robust Security
Full AES 256-bit Encryption
Unlimited Randomization
Keys Never Leave The Enterprise

Full Seach Capabilities
Natural Language Phrases
Boolean Searches
Contains Text
Starts/Ends with Text

sensitive business 
and personal info 

अਏਇणਮबਇणਏਇ
णਮबਇअणਮबਇण

Stratton, Joanne

524-34-5432

4365 3453 2432 4847

(650) 834-3256

Name

SSN

Credit Card

Phone

Name

SSN

Credit Card

Phone

अਏਇणਮबਭअਏਇणਮबਭ

ਏਇणਮबਭअਏਇਇणਮबਭਇण

अਏਇणਮबਭअਏਇणਮबਭਭअਏਇण

अਏਇअਏਇणਮबਭ

1Elasticsearch: www.elasticsearch.org/ 
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Key Management
How you manage keys is critical to the success and security of any encryption 
system. While many cloud providers and web sites promote their use of 
encryption (typically just SSL or disk encryption), they rarely are very specific 
about who has access to the encryption keys.

There is a fundamental tenet with encryption: do not share your keys with anyone. 
This seems obvious – your home is safer if you don’t share your house keys with 
your neighbors; your car is less likely to be stolen if you always keep your car keys 
in your possession. Yet this basic principle is broken if you trust a third-party to 
encrypt data for you and hold your keys. Whoever locked the data can just as 
easily unlock it, and if these people are outside your organization and in unknown 
locations, you simply can’t ensure your data is fully protected.

Key management is fundamental to the value that CipherCloud delivers to its 
customers. Enterprises that deploy CipherCloud always maintain exclusive control over 
their encryption keys. This iron-clad assurance enables the most security-minded 
organizations to safely store sensitive data in the cloud because it eliminates the 
possibility of leaks or forced disclosure by outsiders.

CipherCloud provides enterprise-class key management in compliance with 
NIST SP 800-572 standards.  Multiple key storage options enable keys to be 
stored securely on the CipherCloud platform or stored separately on a KMIP-
compliance key management server. Keys on the CipherCloud server remain 
encrypted at all times, and unique keys can be generated for each encryption 
scheme. CipherCloud provides capabilities to split keys between multiple 
custodians to reduce internal threats. Keys can be rotated and expired without 
affecting legacy data.
 

Keys stored within CipherCloud have multiple layers of protection: 

• Administrative access to the server is password-protected

• Information about key configuration is kept on the server in an encrypted 
configuration file, accessible only to administrators

• The encryption keys are locked within a secure key store on the CipherCloud 
Platform

Server password-protected Encrypted configuration file Secure key storage Encryption keys

2NIST Special Publication 800-57: csrc.nist.gov/publications/nistpubs/800-57/sp800-57_PART3_key-management_Dec2009.pdf
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Tokenization 
Tokenization is fundamentally different from encryption techniques. While 
encryption transforms data using a mathematical algorithm, tokenization 
replaces sensitive data with randomly generated values that are structurally 
similar, but have no mathematical correlation to the original data. The original 
data and mappings for the substitutes are stored locally in a secure JDBC-
compliant database.

Tokenization is commonly used in countries or regions with strict data residency 
laws specifying that certain types of sensitive data cannot leave national 
boundaries, even if encrypted. Tokenization is also often used for PCI compliance 
and meets Requirement 3 of the PCI Data Security Standard (PCI DSS). 

CipherCloud’s tokenization is configurable on a per-field, per-word, or partial 
field basis.  Multiple tokens are generated for repetitive words or strings to 
prevent frequency analysis.

Deployments of tokenization can be somewhat more complex than encryption 
because of the requirements to add additional secure, on-premises databases. 
However, CipherCloud tokenization methods are highly scalable and support 
advanced search and sort techniques.

Many customers, such as large enterprises spanning multiple countries, use a 
mix of tokenization, SSE, and stateless encryption, depending on the type of 
data, location of users, and local legal requirements. For example, a major North 
American bank uses CipherCloud encryption for sensitive data stored in Salesforce. 
However, for branches in Singapore and Luxembourg, with more stringent data 
residency laws, certain sensitive fields are tokenized. The CipherCloud Platform 
supports any combination of these techniques seamlessly. Advanced policy-
controls apply the appropriate type of security for each situation.

On-premises 
database
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CipherCloud Web Services

While CipherCloud maintains the maximum possible functionality for encrypted 
data, some external processes may require that encrypted data is temporarily 
decrypted and re-encrypted.

In addition to inline gateway-based 
encryption, CipherCloud provides 
powerful and flexible web services that 
enable decryption and re-encryption 
of data by external applications or 
processes, based on policies that you 
control and authorize. For example, 
sales figures may be uploaded to 
Salesforce, that need to be compiled 
and run through various mathematical 
calculations. Based on your 
authorization, an external process can 
make an API call to the CipherCloud 
Platform, decrypt the data for a limited time period, run the calculations, and re-
encrypt the results in Salesforce.

The CipherCloud Web Services are also useful for deployments where it is 
not practical to route all user traffic through a gateway. This enables remote 
or external users not going through the CipherCloud Platform to be granted 
permission to view specific encrypted fields.

Cloud provides powerful and 
flexible web services that enable 
decryption and re-encryption of 
data by external applications.
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Standards-Based Approach
Mission-critical security should always be built on standards-based technology that 
has been widely vetted, tested, and deployed by major enterprises. CipherCloud 
solutions are based on non-proprietary security algorithms that have been certified 
by objective third-parties and widely validated by leading global enterprises.

Following is an overview of certification of security components used by CipherCloud 
as well as comprehensive hands-on testing of the CipherCloud Platform by objective 
third-parties and major enterprises that have deployed the solution.

Advanced Encryption Standard (AES)

CipherCloud encryption uses the Advanced Encryption 
Standard (AES), the leading industry standard selected by 
the U.S. National Institute of Standards and Technology 
(NIST) in 2001 and released under FIPS-1973. 
AES is based on the Rijndael cipher originally developed 
by two Belgian cryptographers, Joan Daemen and Vincent 
Rijmen. AES has become a widely accepted standard and 

has been extensively deployed by the private sector and government agencies 
for highly secure and top-secret data protection.

AES is a symmetric-key algorithm, using the same key for both encrypting and 
decrypting data. While AES can be used with different key lengths, CipherCloud 
uses 256-bit keys – the maximum currently commercially available.

AES is based on a design principle known as a substitution-permutation network 
and is fast in both software and hardware. The key size used for an AES cipher 
specifies the number of repetitions of transformation rounds that convert the 
input, called the plaintext, into the final output, called the ciphertext. For 256-bit 
keys, there are 14 cycles of repetition.

Each round consists of several processing steps, each containing four similar 
but different stages, including one that depends on the encryption key itself. A 
set of reverse rounds are applied to transform ciphertext back into the original 
plaintext using the same encryption key.

Certifications and Validations

3FIPS Publication 197: csrc.nist.gov/publications/fips/fips197/fips-197.pdf
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FIPS Validation of the CipherCloud Encryption Module
CipherCloud is the first and only cloud data protection 
vendor to have achieved FIPS 140-2 validation 
for its cryptographic modules. CipherCloud was 
granted certificate #2261 by NIST on October 1, 
20144 completing a lengthy and rigorous testing 
and validation process. The FIPS 140-2 certification 
process is managed by the Cryptographic Module 
Validation Program (CMVP), administered jointly by 
the US National Institute of Standards and Technology 
(NIST) and the Communications Security Establishment 
Canada (CSEC). 

A cryptographic module validated to FIPS 140-2 must implement at least one 
NIST-approved security function that has received an Algorithm Certificate, 
used in an approved mode of operation. The approved algorithms used by 
CipherCloud include:

• Symmetric Key: AES (CAVP Cert. #2339)
• Secure Hash Standard: SHS (CAVP Cert. #2017)
• Message Authentication: HMAC (CAVP Cert. #1449)
• Random Number Generators: DRBG (CAVP Cert. #303)

Laboratory testing of the CipherCloud Cryptographic Module included:

• Cryptographic Module Specification testing
• Cryptographic Module Ports and Interfaces testing
• Roles, Services and Authentication testing
• Finite State Model testing
• Operational Environment testing
• Cryptographic Key Management testing
• Electromagnetic Interference/Electromagnetic Compatibility testing
• Self-tests verification
• Design Assurance verification
• Mitigation of Other Attacks verification

No other vendor in the cloud data protection market has completed, or even 
started the lengthy process of FIPS validation, which typically takes at least 18-24 
months to achieve.

4NIST CMVP validation: http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2014.htm#2261
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Coalfire Technical Solution Assessment

The CipherCloud Platform has also undergone a detailed, hands-on testing 
and technical assessment by Coalfire, in March 2014. Coalfire is a leading IT 
audit and compliance firm providing independent risk assessments, penetration 
testing, vulnerability scans, forensic analysis, software development process 
reviews and other services5.  

Coalfire performed multi-pronged testing to assess the CipherCloud Platform 
and reached the following conclusions:

• Software Development Lifecycle (SDLC) Review: CipherCloud SDLC 
practices were reviewed and found to meet or exceed industry best 
practices for software development

• Network Analysis: Traffic was analyzed after going through CipherCloud’s 
solution to confirm that the fields configured for encryption or tokenization 
were not being passed in clear-text to the cloud application

• Penetration Testing: The CipherCloud administrative management console 
was tested for vulnerabilities and none were discovered

• Forensic Analysis: Systems used for the above testing were analyzed to 
confirm that no sensitive data was written to disc, permanently or temporarily

In addition, Coalfire assessed the impact of using the CipherCloud product on 
meeting regulatory requirements, including GLBA (U.S. Graham-Leach-Bliley 
Act), FTC Safeguard Rules, PCI compliance, U.S. FedRAMP/FISMA, HIPAA 
(U.S. Health Insurance Portability and Accountability Act), European Privacy 
Directives, and the UK Data Protection Act.

For all of these regulations, Coalfire found that CipherCloud encryption, key 
management, tokenization, malware detection, logging and monitoring, data 
loss prevention, and data integrity capabilities enable organizations to meet key 
compliance requirements. 

Coalfire found that CipherCloud AES 256-bit encryption and strong key 
management practices adhere to security industry best practices, including: 
• Visa Best Practices-Encryption6 

• NIST 800-57 
• NIST - FIPS 197 
• ANSI X9 
• ISO 
• Payment Card Industry Data Security Standard (PCI DSS) 
• Payment Application – Data Security Standard (PA-DSS) 

5More information is available at www.coalfire.com
6Visa Best Practices for Data Field Encryption Version 1.0: usa.visa.com/download/
merchants/bulletin_encryption_best_practices_10052009.pdf
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Validation by Major Customers
The entire CipherCloud Platform has been extensively tested, validated, and deployed 
in production by over one hundred major enterprises in 25 countries including:

• 25 of the world’s largest banks

• Leading financial services organizations in investment, insurance, credit card 
processing in North America, South America, Europe, the Middle East, Asia 
and Australia.

• Leading government agencies in US, Canada, the UK, Japan and Australia

• Major healthcare providers and insurers in North America, Europe and 
Australia

• Leading global pharmaceutical companies the US, Canada, Switzerland,  
and Germany

• One of the largest telecommunications companies in Europe

• One of the largest cable and media conglomerates in the US

Customer validation has included code reviews, penetration testing, encryption 
assessments, performance testing, and deployment security reviews. Customer 
case studies and references are available from CipherCloud.    

Additionally, CipherCloud tokenization capabilities were found to adhere to data 
security industry best practices, including: 

• ANSI x9 (x9.119 part 2) 
• Visa Best Practices Tokenization7 

• PCI Tokenization Guidelines

The complete Coalfire report is available upon request from CipherCloud.

7Visa Best Practices for Tokenization Version 1.0: usa.visa.com/download/merchants/tokenization_best_practices.pdf
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Common Regulatory Themes
With the explosive growth in the use of cloud applications are the increased 
concerns throughout the world of potential leaks of sensitive personal, financial, 
health, and corporate information. Jurisdictions globally are enacting new privacy 
laws, increasing penalties on existing laws, and creating more public awareness 
through breach notification requirements. To date, data privacy laws have been 
enacted in over 75 countries, 47 US states, all 28 EU member states, and multiple 
APAC countries including Japan, Singapore, Australia and New Zealand.

While interpretations of these laws vary, there are common themes to most of 
these regulations:

• Personally identifiable information (PII) of citizens must be protected from 
unnecessary disclosure and abuse.

• Personal health information (PHI) is often covered by additional regulations.

• Data owners are responsible, regardless of where the data goes in the cloud. 

• Breach notification requirements of many of these laws are often the “big 
stick,” prompting changes to corporate behavior. The damage of a specific 
regulatory fine is minor compared to the massive public damage to an 
organization’s reputation.

• Anonymizing data is a valid approach to protection, if properly implemented.

• Regulations don’t typically tell you what technology to use.

• As best practices evolve and become wide spread the definition of 
‘reasonable’ protection changes.

• Data residency requirements are evolving, and interpretations can vary 
significantly.

• Compliance laws in many regions are increasingly recognizing that leaks 
of encrypted data do not constitute a data breach (Safe Harbor), if the 
encryption keys have not been exposed.

Best Practices for Compliance
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Region Regulation
Breach 
Notification

Safe Harbor Recommendations

U.S. HIPAA √ √
Safe Harbor only applies “if encryption 
has been applied adequately.”

U.S. HITECH √ √
Safe Harbor only applies “if encryption 
has been applied adequately.”

Europe EU Directive
1995/46/EC Proposed Proposed

New draft regulation proposes 
notification Safe Harbor exemption if data 
was adequately encrypted.

Europe EU Directive
2009/126/EC √ √

Safe Harbor exemption if data was 
adequately encrypted.

U.K. ICO Privacy 
Statement √ √

Breach notification not required if there 
are “measures in place which would 
render the data unintelligible.”

Australia ICO Privacy
Statement √

Not 
Specified

Does not specify encryption but 
requires organizations to “take adequate 
measures to prevent the unlawful 
disclosure” of protected information.

U.S. States

California SB 
1386 (and 
similiar laws 
in 47 other 
states)

√
Generally 

Yes

Generally a loss of personal information 
is not considered a breach if the data is 
encrypted.

Canada PIPEDA Proposed Proposed

Law does not mandate specific 
technology, but organizations must take 
“reasonable technical measures” to 
protect personal information against loss, 
theft, or unauthorized access.
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Payment Card Industry (PCI) Security Council Standards

The PCI Security Standards Council Data Security Guidelines (DSS)8 provide 
specific recommendations on the use of encryption to protect credit and 
financial account information. Coalfire (see Section 5: Certification and 
Validation), an independent IT audit group found that CipherCloud encryption 
and tokenization capabilities adhere to PCI-DSS requirements.

Protection Requirements
• Ensuring that clear-text account data is never accessible

• Rendering primary account numbers (PAN) unreadable via encryption, 
tokenization or other forms of obfuscation

• Securing encryption keys from misuse and establishing separation of admin 
duties and key control

Acceptable Methods Rendering Data Unreadable Are Defined as:

• One-way hash functions – based on strong cryptography, displays only index 
data pointing to records in the database where sensitive data actually resides

• Truncation – removes a critical segment of field data, such as showing only 
the last four digits

• Index tokens and securely stored pads – encryption algorithms combine 
sensitive plain text data with a random key or “pad” that works only once

• Strong cryptography – combined with associated key management 
processes and procedures (refer to the PCI DSS and PA-DSS Glossary 
of Terms, Abbreviations and Acronyms for the full definition of “strong 
cryptography”)

Breach Notification Requirement and Exemptions

Public notification is required in most countries for breaches of PCI-DSS. Yet, 
encryption is viewed as a “critical component” and if it has been adequately 
applied, there are exemptions from breach notification requirements.

8PCI Security Standards Council, Data Security Standards Overview: www.pcisecuritystandards.org/security_standards/ 
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Gramm-Leach-Bliley Act (GLBA)

GBLA requires financial institutions doing business in the US to establish 
appropriate standards for protecting the security and confidentiality of 
customers’ non-public personal information. The objectives are to:

• Ensure the security and confidentiality of customer records and information

• Protect against any anticipated threats or hazards to the security or integrity 
of such records

• Protect against unauthorized access to information which could result in 
substantial harm or inconvenience to any customer

The Federal Financial Institutions Examination Council (FFIEC) states the following: 
“Financial institutions should employ encryption to mitigate the risk of disclosure 
or alteration of sensitive information in storage and transit.” Financial institutions 
that do not deploy encryption may be called upon by the FFIEC to prove that it 
considered deploying encryption and justify why it decided against it.

Data Fields Requiring Protection

GLBA requires protection and recommends protection for the following fields:

• Customer names
• Addresses
• Social security numbers
• Email address
• Account numbers
• Login IDs, passwords, and answers to personal questions
• Customer locator numbers and IDs
• Attachments

If the information above is encrypted, the following fields do not require 
protection because this data is considered anonymized:

• Dollar amounts
• Transaction dates
• Call center data such as duration of calls, date or time of call
• Bank or associated branch 
• Officer codes
• Categorizations such as industry, SEC code, issue type, etc.

Breach Notification Requirements & Exemptions

GLBA requires public notification of breaches. However, the loss of adequately 
encrypted data is not generally considered a breach, and is exempt from 
notification requirements. 
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HIPAA and HITECH

Entities regulated by HIPAA (Health Insurance Portability and Accountability Act) 
and recent updates in HITECH (Health Information Technology for Economic 
and Clinical Health Act) are subject to extensive data security requirements, and 
some states impose further security requirements. Regulations apply to “covered 
entities” such as doctors, hospitals, insurers, pharmacies and other health-care 
providers, as well as their “business associates” which include service providers 
who have access to, process, store or maintain any protected health information on 
behalf of a covered entity. “Protected health information” under HIPAA generally 
includes any personally identifiable information collected by or on behalf of the 
covered entity during the course of providing its services to individuals.

Data Fields Requiring Protection

Under the HIPAA Privacy Rule, an organization can successfully anonymize the 
identity of a record by removing the following data fields:
• Names
• All geographic subdivisions smaller than a state, including street address, 

city, county, precinct
• ZIP code, and their equivalent geocodes (Note: county, ZIP code, and 

geocodes become anonymized when the primary name, street address, 
social security number, telephone numbers, and similar field values are 
encrypted)

• All elements of dates (except year) that are directly related to an individual, 
including birth date, admission date, discharge date, or date of death (these 
field values become anonymized when the individual’s name and address are 
encrypted)

• Telephone numbers, fax numbers, email addresses
• Social security numbers, medical record numbers, health plan beneficiary 

numbers, account numbers, certificate and license numbers
• Vehicle identifiers and serial numbers, including license plate numbers
• Device identifiers and serial numbers
• Web Universal Resource Locators (URLs) tied to a specific person or Internet 

Protocol (IP) address numbers tied to that same person
• Biometric identifiers, including finger and voice prints; full face photographic 

images and any comparable images
• Any other unique identifying number, characteristic, or code

Breach Notification Requirements and Exemptions

HIPAA requires public notification for breaches. However, the loss of adequately 
encrypted data is not generally considered a breach and is exempt from 
notification requirements. 
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US State Privacy Laws

To date, 47 US states have enacted data privacy laws, often modeled after 
California’s SB 1386. Most of these laws are designed to protect misuse or disclosure 
of personally identifiable information. Details on all US state breach notification laws 
can be found on the National Conference of State Legislatures website: 
www.ncsl.org/issues-research/telecom/security-breach-notification-laws.aspx

Data Fields Requiring Protection

Most state privacy laws have similar language requiring protection of:
• Names
• Social security numbers
• Driver’s license numbers
• Account numbers
• Credit or debit card numbers
• Access codes or passwords that provide access to an individual’s financial 

account, medical or health insurance information

Breach Notification Requirements and Exemptions

Most state privacy laws specifically exempt encrypted data if it has been 
“transformed into a form in which the data is rendered unreadable or unusable 
without use of a confidential process or key.”
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Canadian Data Protection Laws

In Canada there are more than 25 federal, provincial and territorial privacy 
statutes that govern the protection of personal information in the private, 
public and health sectors. Although these statutes vary in scope, requirements, 
and enforcement, there are similar provisions covering the collection, use and 
disclosure of personal information.

The primary federal data protection statute is the Personal Information Protection 
and Electronic Documents Act (PIPEDA) which applies to organizations who 
collect, use and disclose personal information in the course of a commercial 
activity, including banks, financial services organizations, telecommunications 
companies, airlines, railways, and other interprovincial organizations.

Data Protection Requirements

Most of the Canadian Privacy Statutes contain safeguarding provisions designed to 
protect personal information. These require organizations to take reasonable technical, 
physical, and administrative measures to protect personal information against loss or 
theft, unauthorized access, disclosure, copying, use, modification, or destruction. 

Breach Notification Requirements and Exemptions

Currently, Alberta’s Personal Information Protection Act (PIPA) is the 
only province with breach notification requirements. However, proposed 
amendments to the Personal Information Protection and Electronic Documents 
Act (PIPEDA) would require notice of material breaches be made to the Office of 
the Privacy Commissioner of Canada (OPC) and, in certain circumstances, to the 
individuals affected.
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European Union Data Privacy Directives

European Union (EU) has enacted both the Data Protection Directive of 1995 (46/
EC) as well as the Internet Privacy Law of 2002 (58/EC). These were developed 
to create standards among EU member states, as diverging laws were impeding 
the free flow of data within the EU. These Directives reflect broad personal 
privacy laws throughout Europe, and cover the electronic processing and 
storage of personal information. 

Data Protection Requirements Include

• Notice—that personal data is being collected
• Purpose—data should only be used for stated purposes
• Consent—data should not be disclosed without the subject’s consent
• Security—collected data should be kept secure from any potential abuses
• Disclosure—subjects should be informed as to who is collecting their data

• Access—subjects should be allowed to access their data and make 
corrections to any inaccurate data

• Accountability—data subjects should have a method available to them to 
hold data collectors accountable for following the above principles

Most of the 28 EU countries have established privacy laws that reflect the EU 
Directives, although there are regional differences in how these are interpreted.
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UK Data Protection Act

As a member of the European Union, the United Kingdom implemented the EU 
Data Protection Directive 95/46/EC with the Data Protection Act. Enforcement 
is through the Information Commissioner’s Office (ICO) which has the ability to 
levy fines up to half a million pounds. 

In 2012 the ICO published guidance outlining the responsibilities for companies 
storing their customers’ data in cloud environments. These guidelines assign 
responsibility for data security unequivocally to the company that owns the data 
rather than the company taking care of it. 

Data Protection Requirements 

Data controllers must take appropriate technical and organizational measures 
against unauthorized access or accidental loss or destruction of, or damage to, 
personal data. The measures taken must ensure a level of security appropriate 
to the harm that might result from the data loss. The ICO recommends that 
organizations should adopt best practice methodologies such as ISO 27001.

Breach Notification Requirements and Exemptions

There is no mandatory requirement in the Act to report data security breaches 
but ICO guidance indicates that if a large number of people are affected or the 
consequences of the breach are particularly serious, the ICO should be informed.

The ICO has stated that breach notification is not required if there are “measures 
in place which would render the data unintelligible”.
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Australia Privacy Amendment

Australia has had a Privacy Act in place since 1988 but has now taken steps to 
bring its law up to date with The Privacy Amendment Act of 2012. 
The updated Privacy Act is explicit that enterprises that hold Australian customer 
data are responsible for protecting that data, regardless of where it’s located, or 
whether breaches are caused by cloud providers. 

Data Protection Requirements 

The law states that “reasonable” steps must be taken to protect personal 
information and that organizations must demonstrate “prudent” practices for 
information protection to avoid investigation and penalties.

The Privacy Amendment specifically discusses cross-border disclosure of 
personal information. If overseas cloud providers are not subject to Australian 
law and there is a breach, then the Australian entity that owns the data is 
financially and criminally liable.

The Office of the Australian Information Commissioner (OAIC) is the national 
data protection regulator responsible for overseeing the Privacy Act. 

Breach Notification Requirements and Exemptions

An organization that breaches the Privacy Act is currently under no legal obligation 
(and it is not generally current practice) to report that breach to the affected 
individual(s) or the OAIC. However, the OAIC has issued guidance on data breach 
notification, which recommends that if there is a real risk of serious harm as a result 
of a data breach, the affected individuals and the OAIC should be notified.



32CipherCloud | © 2015 White Paper Guide to Cloud Data Protection32 Guide to Cloud Data Protection

For many organizations, the cloud has changed from being optional to being a 
business imperative in order to remain competitive. Yet rapid adoption of cloud 
applications by business users has forced enterprises to fundamentally change their 
approach to data protection. As business-critical data moves into the cloud and 
outside your direct control, the focus needs to shift from securing infrastructure to 
applying strong protection to the data itself – regardless of where it goes.

CipherCloud provides a comprehensive platform that supports the industry’s 
widest range of data protection options. Because your data is not monolithic, 
the right type of protection needs to be applied granularly to the right type 
of information. CipherCloud supports dozens of encryption and tokenization 
options tailored for specific use-cases that support searching, sorting and 
reporting, as well as preserving structured data formats and field lengths.

Security experts agree that data protection methods need to be standards-
based, use industry best practices, be certified by objective third-parties, 
and be validated by a significant number of large enterprises. CipherCloud 
embraces a standards-based, best-practices approach and leads the industry in 
certification and validation of its software development and security practices.

Finally, most enterprises have specific regulatory mandates and privacy 
requirements that they must comply with to avoid penalties, legal liability, and 
public disclosure disasters. CipherCloud has extensive experience working with 
regulated businesses globally, helping them design cloud security frameworks 
and strategically deploy the right type of protection for the right type of 
information, industry, and region. 

Conclusion

CipherCloud, the leader in cloud visibility and data protection, delivers cloud adoption 
while ensuring security, compliance and control. CipherCloud’s open platform provides 
comprehensive cloud application discovery and risk assessment, data protection—
searchable strong encryption, tokenization, data loss prevention, key management 
and malware detection—and extensive user activity and anomaly monitoring services.

CipherCloud is experiencing exceptional growth and success with over 3 million
business users across 11 different industries.

The CipherCloud product portfolio protects popular cloud applications out-of-the-
box such as Salesforce, Box, Microsoft Office 365, and ServiceNow.

Named SC Magazine’s 2013 Best Product of the Year, CipherCloud’s technology
is FIPS 140-2 validated and the company is backed by premier venture capital firms 
Transamerica Ventures, Andreessen Horowitz, Delta Partners, and T-Venture,  
the venture capital arm of Deutsche Telekom. For more information,  
visit www.ciphercloud.com and follow us on Twitter @ciphercloud.
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